Guided GUI Testing of Android Apps with
Minimal Restart and Approximate Learnlng

_—_——————————— === = ==

Wontae Ch0| George Necula and Koushlk Sen

University of California, Berkeley

OOPSLA 2013 @ Indianapolis, USA



GUI Testing
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Modern platforms use rich GUI

HTML

N ==
' ug Windows 8

This talk : automated GUI testing



~ Working Example

T T =~
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License
Term #1

Yes || No

EULA1 (q,)

Yes

License
Term #2

Yes || No

EULA 2 (g,)

Yes

License
Term #3

Yes

No

EULA 3 (q5)

Yes

Sanity

Action 1

Action 2

Action 3

Main (qy,)

* Android app

e 3 consecutive EULA screens
* Touching No will terminate the app
* Scroll does nothing
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Random Tlesting

“(Existing Idea)
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Sanity
License l License License AthOU 1
Term #1 ||| = || Term#2 | | =P || Term#3 ||| =pp | Action2
Yes Yes Yes Action 3
Yes || No Yes || No Yes || No
EULAT (q) EULA2 (q,) EULA 3 (q3) Main (qy,)
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Random Tlesting

" (Existing Idea)

License I
Term #1

Yes || No

EULA1 (q)

Yes

License
Term #2

Yes

No

EULA 2 (q,)

Yes

License
Term #3

Yes

No

EULA 3 (q3)

Yes

Sanity

Action 1

Action 2

Action 3

Main (qy,)

*Randomly tries the enabled events
*Good to find shallow bugs

*May not reach deep program states

Difficult to reach the main screen
- Takes 24 events + 7 restarts (on average)

- Optimum : 3 events
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Model Based lesting

(EX|st|ng|dea) -

Actlon 1

ctlon 2

Actlon 3

Scroll Up Scroll Up
Scroll Down Scroll Down

Behavioral model of the example

* A behavioral model is provided

 Computes test cases from the model

- [Scroll-Down, Scroll-Up, Yes, Yes, Scroll-Down, Scroll-Up, Yes]
covers all states and non-terminating transitions

* Manually providing a model is tedious and error-prone
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~lesting with Model Learning

(Existing Idea)
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~lesting with Model Learning

~ (Existing Idea)

. Exercise ) )
T with ML —> Term #1 Term #2
Engine ey i
EULA1 (q)
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~lesting with Model Learning
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_lesting with Model Learning

. Exercise . .
T with ML > Term#1 ||| = || Term 2

Engine
Program State AT BULA2 G

Learn

App
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_lesting with Model Learning

Guide : Exercise . .
T with ML > Term#1 ||| = || Term 2

Engine
Program State AT BULA2 G

Learn

App
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~lesting with Model Learning

" (Existing Idea) |

) Guide Exercise
o o T with ML ->
TR 8 N s Engine
Learn = Program State

oooooooooo

Learn a model during testing
Guide testing using a model
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_lesting with Model Learning

¥

) Guide . Exercise ; ]
i T with ML > Torm #1 Torm #2
uOEROLnOmd B Engine i
Learn Program State

EULA1(q)) EULA 2 (qy)

oooooooooo

Model App

Learn a model during testing
Guide testing using a model

L* experience
e [*is a widely-used learning algorithm
e [* based testing is less effective than random testing

- Conservative learning : large model
- Frequently restarts a target application
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_lesting with Model Learning

Guide . Exercise i} .
( T with ML -> Term #1 ||| = || Term #2
. Yes
<+ Engine
Learn Program State AT BULA2 G
App

Learn a model during testing
Guide testing using a model

L* experience
e [*is a widely-used learning algorithm

e [ * based testing is less effective tha[ . ' J
. . with similar states !
- Conservative learning : large model

- Frequently restarts a target application
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_lesting with Model Learning

Guide : Exercise ) 3}
( T with ML -> Term #1 ||| = || Term #2
X Yes
<+ <+
Learn Program State | ey  ruace
App

Learn a model during testing
Guide testing using a model

L* experience

o | XKic A

execution cost
| restart = 5 GUI events

e

learning algorithm

less effective tha . '
. ! with similar states ! l
ing : large model

- Frequently restarts a target application
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__SwiftHand Algorithm

Key Insight
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__SwiftHand Algorithm

Key Insight

*Explore diverse program states quickly

= Optimistically keep the model small
= Refine the model when encountering inconsistency
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__SwiftHand Algorithm

Key Insight

*Explore diverse program states quickly

= Optimistically keep the model small
= Refine the model when encountering inconsistency

e Be aware of the cost model for different events
= Try to reach a goal state without restart
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~ SwiftHand with Example

Imtlallzatlon
Actual Application Model Learned
.
v | o Bl 3=
(CM) () (CEY) Main (qy,)
g
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EULA1(q))

=+
Yes

=+
Yes

=+
Yes

EULA 2 (q,)
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EULA 3 (q3)

Model Learned

Main (qM)

®

SwiftHand constructs a model
via observing the application screen.

8




Actual Application Model Learned

Sanity

License License Action 1

! Term#2 | | =P || Term #3 =) | Action2
ks Yes Yes | Action3

| EULA2(gy EULA 3 (q3) Main (qy)

®

SwiftHand constructs a model
via observing the application screen.
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Actual Application Model Learned

Sanity

License License ACtiOH 1
Action 2

Action 3

—
.
¥
—
.
F ¥

' S es
4

| EULA2(gy EULA 3 (q3) Main (qy)

- p
+  LinearLayout(2)
+  ScrollableLayout(3)

+  TextBox(4)

LinearLayout(S)

+  Button|Yes](6) - J
| Button[No](7)/

get GUI tree

SwiftHand constructs a model
via observing the application screen.
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Actual Application Model Learned

Sanity

License License ACtiOH 1
Action 2

Action 3

—
.
¥
—
.
F ¥

' S es
4

| EULA2(gy EULA 3 (q3) Main (qy)

o \ s 2
SD
+  LinearLayout(2) SU
+  ScrollableLayout(3)
+  TextBox(4) /ﬁv{es
LinearLayout(S) Q
J

+  Button|Yes](6)
| Button[No](7)/

Mo J
get GUI bree abstract

SwiftHand constructs a model
via observing the application screen.
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Actual Application Model Learned

( ~N
Sanity
License License Action 1
] Term#2 | | =P || Term #3 =) | Action2
s Yes Yes |_Action3
ol| §

| EULA2(gy EULA 3 (q3) Main (qy)

o \ s 2
SD
+  LinearLayout(2) SU
+  ScrollableLayout(3)
+  TextBox(4) /ﬁv{es
LinearLayout(S) Q
J

+  Button|Yes](6)

L | Button[Nol(7) [Touch (7)\> No )
get GUI bree “abstract

SwiftHand constructs a model
via observing the application screen.
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Actual Application Model Learned

Sanity

License License Action 1

e e Action 2
' S - Action 3
o i Yes || No Yes || No

EULA2 (q,) EULA 3 (q3) Main (q,) S D S U

. 0 (¢ ) —@
+ LinearLayout(2) SU
+  ScrollableLayout(3) / )

+  TextBox(4) Y,

LinearLayout(S) * Q > No @
+  Button|Yes](6) . Y,
L | Button[Nol(7) [Touch (7)‘> No ) refine
get GUI bree abstract

—
.
¥
—
.
F ¥

SwiftHand constructs a model
via observing the application screen.
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~ SwiftHand with Example

lteratlon I

Actual Application Model Learned
) | r
Main (q,) SD SU/ @
et
No
\ @

picw a target
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~ SwiftHand with Example

Iteratlon I

Actual Application Model Learned
) r
’f ; ; Ai:c)l.:)l
b |t || | Tomes | p [Casions @
_ ‘s Yes Yes
f“ EULA 2 (qy) EULA 3 (q3) Main (q,) S D SU/ @
@ Yes @
No¥@)
-

pam a target

SwiftHand decides the next state to visit
based on the learned partial model.
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~ SwiftHand with Example

Iteratlon I

Actual Application Model Learned
) r
’7 i i Ait?cjttfl
b |t || | Tomes | p [Casions @
_ ‘s Yes Yes
f“ EULA 2 (qy) EULA 3 (q3) Main (q,) S D SU/ @
@ Yes @
NoY(D)
-

pam a target

SwiftHand decides the next state to visit
based on the learned partial model.
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~ SwiftHand with Example

Iteratlon I

Actual Application Model Learned

) r

’7 i i Ai:oittfl

b |t || | Tomes | p [Casions @

_ ‘s Yes Yes
f“ EULA 2 (qy) EULA 3 (q3) Main (q,) SD SU/ @
Om®
No¥@)
-

pam a target

SwiftHand decides the next state to visit
based on the learned partial model.
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~ SwiftHand with Example

Iteratlon I

Actual Application Model Learned
H ’ R A;:::,',—::.:.\\I‘ (
Sanity
License License Action 1
Term #1 ] Term #3 -% Action 2
A 1. Yes | Action3
EULA1() | | EuLA3 (CH) Main (qy,)
\§

execulbe

SwiftHand decides the next state to visit
based on the learned partial model.
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~ SwiftHand with Example

lteratlon I

Actual Application Model Learned
, A-‘::":-::\ | r
ZisAzN:z '  Main (qy,) SD SU @
g @/{( es @
No
\ @
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~ SwiftHand with Example

Iteratlon I

Actual Application Model Learned
SN 4
d Sanity
i L Action 1
b (| Term#2 | | < || Term#3 Action 2 @
Ye ], s Yes Action 3
Do) § @
@) § EULA2(, EULA 3 (q3) Main (qy) SD SU/
/‘?

\ (0)—)
Yes
@ No @

No ~

abskract
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~ SwiftHand with Example

Iteratlon I

Actual Application Model Learned
Yf Yes || No ]‘ ol . @

@) ] | ain (qy) SD SU/ @

(=)
No*(®)
new
- Y,
abskrack
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~ SwiftHand with Example

lteratlon I

Actual Application Model Learned
, == -
' an'tyl
,.mH HE bl > Acton
=) | )
EULA1() | 1 EULA3(y) Main (q)
™
L y new add new state
abstract
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~ SwiftHand with Example

lteratlon I

Actual Application Model Learned

, == -
' an'tyl

,.mH HE bl > Acton

=) | )

EULA1() | 1 EULA3(y) Main (q)

™
% y new add bhe new state
abstract
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~ SwiftHand with Example

Iteratlon I

Actual Application Model Learned
:‘ , .M;::o:;:} M .
Yi Yes [ No 1} Yes
@ »
~ / new add Ehe new state
abskract

W.Choi@OOPSLA'I3 .



~ SwiftHand ) Example

Iteratlon I

Actual Application Model Learned

S | r

=] [ |

| ‘s es

EULA1(q)) 1 EULA3(y) Main (q)

N
% y new add bhe new state
abstract

The new screen has different enabled inputs.
Add a new state to the model
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~ SwiftHand with Example

lteratlon 2

Actual Application Model Leamed
:‘ , .M;::f»:;:} M .
Yi S ]‘ Yes |_Action3
@ | @3 Main (qy,)
-

F‘i&k“ o &&rSQ&
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~ SwiftHand with Example

lteratlon 2

Actual Application Model Learned

Action 1
Action 2
Action 3

pam a target

Chooses a target state
reachable from the current model state (avoid restart)
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~ SwiftHand with Example

lteratlon 2

Actual Application Model Learned

Action 1
Action 2
Action 3

pam a target

Chooses a target state
reachable from the current model state (avoid restart)
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~ SwiftHand with Example

Actual Application

Cl
Yol |
|

o)
4
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A 4

lteratlon 2

Model Learned

pam a target

Chooses a target state
reachable from the current model state (avoid restart)

12




~ SwiftHand with Example

Actual Application

o\
=T
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; Yes
|
4

Action 1

Action 2

Action 3

lteratlon 2

Model Learned

picw a target




~ SwiftHand with Example

Actual Application

‘ Action 1

Action 2

Action 3

Yes
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lteratlon 2

Model Learned

execulbe




~ SwiftHand with Example

Actual Application

‘ Action 1

Action 2

Action 3

Yes
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lteratlon 2

Model Learned
@

sptsu.®

/Sv(es . Yes @
No @ No\‘®




~ SwiftHand with Example

lteratlon 2

Actual Application Model Learned
M;:r;\\f‘t | s
<) | ; e SD4SU @
o000
No NO\‘
\ @ N
\___No J
abstract
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~ SwiftHand with Example

lteratlon 2

Actual Application Model Learned

‘ Action 1
Action 2
Action 3

Yes

| \ p '
<j"‘ similar

abskract

\_ No
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~ SwiftHand with Example

lteratlon 2

Actual Application Model Learned

& ]
,h\ {

i

[

L

License License ‘
Term #1 Term #2 2> € ‘

cS { S i S
es 0 |

I

EULA1(q)) EULA2 (g ;'

5 ¥

merqge similar stakes

L No <j‘"‘ similar

abskract
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~ SwiftHand with Example

lteratlon 2

Actual Application Model Learned

& ]
,h\ {

i

[

L

License License ‘
Term #1 Term #2 2> € ‘

cS { S i S
es 0 |

I

EULA1(q)) EULA2 (g ;'

5 ¥

merqge similar stakes

L No <j‘"‘ similar

abskract
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~_SwiftHand with Example

Iteration 2

Actual Application Model Learned
/ -~~4-’“~=f’=§.1$ | [
Yes — s Action 3 @
EULA1(q)) | EULA3 (g, ﬁ" Main (qy) SD SU @

/Svfes
@ . No ()
, Yes

merqge similar stakes

ﬁ\ similar

abskract

\_ No
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~ SwiftHand Example

lteratlon 2

Actual Application Model Learned
o f] o | o

=S
=
l‘

merqge similar stakes

L No <j"“ similar

abskract

Optimistic merging
Expectation :a new screen will lead to interesting states
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~_SwiftHand with Example

Iteration 3

Actual Application Model Learned
M;:::\\i‘t | r
. ” ULA3 (3 " Main (qy) SD SU/@
” O=On
>
Yes
No
\ @

picw a target

W.Choi@OOPSLA’ I3 12



~_SwiftHand with Example

Iteration 3

Actual Application Model Learned
-~-~*:=f:':.i$ | r
. “’ ULA3 (3 : Main (qy) SD SU/@
” O=On
>
Yes
No
\ @

pam a target
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~_SwiftHand with Example

Iteration 3

Actual Application Model Learned
-~-~*:=f:':.i$ | r
. “’ ULA3 (3 : Main (qy) SD SU/@
” OO0
>
Yes
No
\ @

pam a target
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~_SwiftHand with Example

Iteration 3

Model Learned
@
SD S},@
O=Oa©
Yes
No @

execulbe
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~ SwiftHand with Example

Actual Application

Actionl

/i

. Action2

Action3

abskract
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Iterat:on 3

Model Learned

execulbe




~ SwiftHand with Example

Actual Application

License
Term #1

EULA1(q))

¥

5V

|

EULA 2 (q,)
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EULA3 () |

Iterat:on 3

Model Learned

Actionl

/i

@ Action2
| \_

Action3 %

abstrack

LACONSLS &em&

execulbe




~ SwiftHand Example

Actual Application

EULA1(q))

¥

5V

EULA 2 (q,)

EULA3 () |

Actionl

/ActionZ

Iterat:on 3

Model Learned

Action3 %>

abstrack

LACONSLS &em&

execulbe

Some of previous merges were to aggressive
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~ SwiftHand with Example

Iterat:on 3

Actual Application Model Learned
e '":’::\‘ r ~N
SD SD
S U
/Sv(es @ Yes @ Yes
No No No
- J
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- SwiftHand Example

Actual Application

License License
Term #1 S
es

2
—
.

5V

EULAT1 (q) EULA2 (q,)
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EULA3 () |

Iterat:on 3

Model Learned
.
SD SD
SU SU
/ﬁv(es @ Yes @ Yes
\_

J

reconskruct based on colleckted Eraces



~ SwiftHand Example

Actual Application

EULA1(q))

¥

Iterat:on 3

Model Learned

5V

EULA 2 (q,)

EULA3 () |

SD

SU

SD
SU

/Svfes @ Yes @ Yes

J

Reconstruction uses off-line learning algorithm
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(*without re-executing the program)

reconskruct based on colleckted Eraces



~ SwiftHand

Summary

® Combining learning and GUI testing

= FSM model (state = screen / transition = event)

= Approximate learning with optimistic state merging
® helps to explore interesting states quickly

= Avoids restarts
® helps to reduce testing time

= Perform passive learning
® helps to keep model consistent with the app
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_Experiments

Setup
e SwiftHand vs Random vs L*
* |0 Android apps (F-droid app market)
* 3 hours of testing per strategy
* On an Android emulator

Measurement
* Branch coverage (final coverage, coverage speed)
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Ex

periments - Coverage

T T e — = — —

branch coverage (ratio)

1

0 20 40 60 80 100 120 140 160 180
time (in minutes)
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Ex

T T —

branch coverage (ratio)

1

0 20 40 60 80 100 120 140 160 180
time (in minutes)

*SwiftHand has the fastest coverage speed
eSwiftHand has the highest final coverage
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Ex

T T —

branch coverage (ratio)

1

0 20 40 60 80 100 120 140 160 180
time (in minutes)

*SwiftHand has the fastest coverage speed
eSwiftHand has the highest final coverage

SwiftHand >> Random >> L*

(for all 10 apps)
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Cost of Test

branch coverage (ratio)

SwiftHand ——  random --¢-- ~ Istar --E3--

0 20 40 60 8 100 120 140 160 180
time (in minutes)
20 test runs / point
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~_Experiments - Cost of Test

e L
o =

0.5

branch coverage (ratio)

SwiftHand ——  random --¢-- ~ Istar --E3--

0 20 40 60 8 100 120 140 160 180
time (in minutes)
20 test runs / point

Time comparison:
one L* run =7 SwiftHand runs =4 Random runs
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- Cost of Test

branch coverage (ratio)

SwiftHand ——  random --¢-- ~ Istar --E3--

0 20 40 60 8 100 120 140 160 180
time (in minutes)
20 test runs / point

Time comparison:
one L* run =7 SwiftHand runs =4 Random runs

L* >> Random >> SwiftHand
(for all 10 apps)
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Challenges and Future Work

e External states

G()Ugle

msnY’
Hotmail

Servers

App state = Local state + External state
How to clean restart an app?
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'Challenges and Future Vork

e External states
* String inputs

All Contacts T

S

Seiji Amasawa

Seiya Tsukishima
Shigeru Muroi
Shigeru Kayama

Shiho Tsukishima

Application behavior depends on strings
How to pick strings well?

W.Choi@OOPSLA'’ I 3 22



'Challenges and Future Vork

e External states
* String inputs
 Combinatorial explosion

Component local states are multiplied in the model.
How to shrink search space!?

W.Choi@OOPSLA’ |3 23



'Challenges and Future Vork

e External states
* String inputs
 Combinatorial explosion

Setting
Screen| Setting @< )@
Back
ack

B

Screen2

Config
Bij&////
Setting
Setting @ @

<€
Back

Component local states are multiplied in the model.
How to shrink search space!?
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'Challenges and Future Vork

e External states
* String inputs
 Combinatorial explosion

Setting
>

Screen| Setting <
Back
Config C3
Back
/ C4 Setting
Setting @ >

\

Screen? <

Back

Component local states are multiplied in the model.
How to shrink search space!?
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Related V¥orks

Automated model based GUI testing
e GUITAR
- B.Nguyen, B.Robbins, I.Benerjee, and A.Memo, ASE 2013
= Atiff Memon, STVR 2007

* Crawljax
- A.Mesbah, A.v.Deursen, and S.Lenselink, TWEB 2012

- A.Mesbah, A.v.Deursen, and S.Lenselink, ICWE 2008

Testing with model learning

* Survey papers
- K. Meinke, F.Niu, and M.Sindhu, [SolLa 2011

- D.Lee and M. Yannakakis, IEEE 1996
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~ Conclusion

Guided GUI Testing of Android Apps with
Minimal Restart and Approximate Learning
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~ Conclusion

Guided GUI Testing of Android Apps with
Minimal Restart and Approximate Learning

1k worked.
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~ Conclusion:

Guided GUI Testing of Android Apps with
Minimal Restart and Approximate Learning

1k worked.

Thank you!
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